AppDirect Security Standards
and Protocols
Safeguarding customer data and privacy across every marketplace

Overview
Data breaches are a serious concern for businesses around the world. Not only do breaches put
sensitive financial information at risk, but they can also badly damage a company’s reputation.
At AppDirect, we understand these issues and take security concerns very seriously. That’s
why we have made it a top priority to adhere to industry-leading security standards and
protocols to ensure that customer data remains private and safe.

Payment Card Industry Data Security Standards
(PCI-DSS) Level 1
AppDirect is certified PCI-DSS Level 1 compliant. The PCI Security Standards Council has set
a high bar for data security, specifically credit card and billing information. The organization
has created several levels of PCI compliance, with Level 1 being the most rigorous. Level 1
PCI compliance requires a top-to-bottom independent audit of a security controls, processes,
policies and infrastructure.
A copy of AppDirect’s Attestation of Compliance (AoC) is available upon request.

European Union (EU) Safe Harbor Certification
AppDirect is certified EU Safe Harbor compliant. The European Commission’s Directive on
Data Protection prohibits the transfer of personal data to non-EU countries that do not meet
EU standards for privacy protection. These laws are designed to prevent the accidental
disclosure or loss of personal information.
AppDirect is certified by the United States Department of Commerce as being EU Safe
Harbor compliant (pursuant to EU Directive 95/46/EC).

California Data Protection Act
AppDirect adheres to strict data protection laws at the state level. Since AppDirect is located
in California, the company is subject to some of the strictest privacy laws in the United
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States. In addition to implementing security measures, state law requires AppDirect to destroy
information no longer needed by the business and follow other practices to keep data safe.

More Information
For more information, please contact our Information Security department at
infosec@appdirect.com.

The AppDirect Advantage: Industry Leading Platform and Expertise
AppDirect is the leading cloud service marketplace company. Our innovative platform offers
the advanced functionality that companies need to launch and manage their cloud service
marketplaces effectively. With AppDirect, companies can launch a fully branded, customized
application marketplace without the time and expense associated with developing a solution in house. We power application marketplaces for trusted enterprises around the world,
including Staples, Comcast, Deutsche Telekom, Bell Canada, Swisscom, and more.
Disclaimer: The datasheet information is believed to be reliable. The data reflects a normal range of performance but
performance may vary. AppDirect makes no warranties, expressed or implied, including, but not limited to, any implied
warranty of merchantability or fitness for a particular purpose or course of performance or usage of trade. Customers
should obtain and verify the latest relevant information. Customer is responsible for determining whether the platform is
suitable for customer’s use.
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Learn More
To learn more, email an AppDirect sales
representative at salesteam@appdirect.com
or visit our website at www.appdirect.com.

